


Do you have patients with severe aortic stenosis 

who are at high risk for surgical intervention or 

deemed inoperable? 

They may be candidates for TAVI, an FDA-approved, 

minimally invasive procedure where a new aortic 

valve is implanted percutaneously via the femoral 

artery or through a small, anterolateral chest 

incision, without the need for sternotomy or 

cardiopulmonary bypass. 

TAVI:
•	Is a minimally invasive option for select patients 

with severe, symptomatic aortic stenosis

•	Is FDA-approved for patients who are considered 

high risk for surgery or who are inoperable 

•	Has been shown to significantly improve quality 

of life and reduce mortality for this patient 

population 

UMass Memorial Medical Center is 
screening patients for transcatheter 

aortic valve implantation (TAVI)

To schedule a screening: 
Telephone: 508-334-VALV (8258)

Email: tavi@umassmemorial.org
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editorial

So much of medicine has changed over the past 10 years; the 
Internet has revolutionalized the way we practice medicine. 
Prescriptions are now sent via email, patients are buying 
medications from distant countries without a prescription, 
and anyone can now calculate their own Cockroft-Gault 
GFR by accessing their e-medical record. Virtually every 
hospital, residency program and clinic has a website. Pa-
tients can retrieve information on just about any medical 
condition, but some of it is outdated and not all of it is cor-
rect. This issue of Worcester Medicine is devoted to how the 
Internet has impacted the medical profession.

As always at this time of the year, our issue opens with the 
Annual Oration. Dr. Michael Collins, senior vice president 

for the health sciences and chancellor at the University of Massachusetts Medical School, 
presented “From Flexner to Worcester: Medicine’s Next Century Dawns.” Dr. Flexner was 
the first to support the standardization of medical education. In his oration, Dr. Collins 
recounts the long road of bringing the University of Massachusetts Medical School to 
Worcester. He describes the accomplishments of the medical school and the expansion 
to include the Graduate School of Biomedical Sciences and Graduate School of Nursing.

He stated, “Commitment to public service remains the hallmark of our mission and our 
work.”

Dr. C. Michael Gibson, a world-renowned interventional cardiologist who pioneered the 
“open artery” theory is chairman, founder and editor-in-chief of WikiDoc. He describes 
the legal principle of “copyleft,” allowing anyone to copy, modify and redistribute docu-
ments. WikiDoc is the world’s largest and first medical wiki, an open textbook to which 
anyone may contribute. WikiDoc is supported solely by volunteers and philanthropy; 
there are no advertisements or pharmaceutical contributions. Many developing countries 
that are not able to afford expensive textbooks are able to access WikiDoc with smart-
phones and other handheld devices. If you haven’t logged on to WikiDoc.org, you should.

Physician participation, or lack thereof, is addressed by Dr. Lloyd Fisher. While our pa-
tients have become heavy users of social media, physician involvement has lagged behind. 
He urges physicians to become involved to ensure accuracy of information but to be mind-
ful of the potential risks. He advises physicians to maintain a clear distinction between 
our personal and professional online presences.

Dr. Kristen Danielson advocates for physicians to support the use of the Internet for sev-
eral reasons: It empowers patients to partner in decisions related to their health, it is a 
source of information for physicians, and it is a resource of Continuing Educational Cred-
its. In addition, she encourages the use of the Internet for health maintenance records, 
online scheduling, emails to patients, virtual consults and electronic medical records.

The ubiquitous adoption of mobile devices by health care providers has produced an ex-
plosion of medical applications. Dr. Timothy Aungst describes several of these new “med 
apps.” These include medical news, drug information, clinical references, clinical calcula-
tors, journals, medical education and productivity applications. He also gives information 
on how to obtain these applications.

Last but not least, Elizabeth Butler, UMMS IV, a budding pediatrician, calls for physicians 
to embrace the Internet. We must accept that our patients are already obtaining informa-
tion on their own, and we must be prepared to deal with this. She opines that using the 
Internet will promote health literacy and a greater interest in one’s own health.

In conclusion, I would like to thank everyone who contributed to this edition of Worcester 
Medicine, especially our legal consultant, Peter Martin, who has contributed to virtually 
every edition of Worcester Medicine for the past several years.

Jane Lochrie, MD

Jane Lochrie, MD



4	 Editorial
	 Jane Lochrie, MD

6	 President’s Message:
	 The Boston Marathon 	
	 Bombing	

	 Michael Hirsh, MD

7	 217th Annual Oration
	 Michael F. Collins, MD

12	 The Role of the Internet 	
	 and its Impact on the 	
	 Medical Profession
	 C. Michael Gibson, MS, MD

15	 Physician Participation 	
	 in Social Media
	 Lloyd D. Fisher, MD

16	 Weaving the Web into 	
	 your Modern Medical 	
	 Practice
	 Kristen Danielson, MD

18	 Introductory Review of 	
	 Mobile Medical 
	 Applications for Medical 	
	 Practitioners
	 Timothy Dy Aungst, PharmD

20	 Navigating Vaccination
 	 Controversy in a 		
	 Tech-Savvy Population
	 Elizabeth Butler, MS4, 
	 University of Massachusetts Medical School

23	 The Effects of the 
	 Internet and Mobile 	
	 Apps on Medical 
	 Practice in the Future: 
	 A Student’s Perspective
	 Adnan Faruqi, MS4, 
	 University of Massachusetts Medical School

24	 Legal Consult
	 Peter J. Martin, Esq.

27	 In Memoriam
	 Arthur F. Powell, MD

MAY/JUNE 2013   Worcester Medicine | 5

contents Vol. 77, No. 3

On the Cover: 
• The Role of the Internet and its       	
Impact on the Practice of Medicine

• 217th Annual Oration

MAY/JUNE 2013 

The WDMS Editorial Board and Publications Committee gratefully 
acknowledge the support of the following sponsors: 

 UMass Memorial Health Care
Reliant Medical Group

The Louis Albert Cottle, MD Trust Fund



As the president of the 
Worcester District Medical 
Society, marking events such 
as the awful April 15 bombing 
at the Boston Marathon is one 
of the least attractive aspects of 
the position. There is a dearth 
of information at the present 
time to explain exactly the 
reasons behind this tragedy. 

There are several things that have been made clear by the 
events of April 15. The courage shown by bystanders, 
who were there to cheer on the runners, and medical 
providers, who  were there predominately to take care 
of dehydration and other marathon-related injuries, was 
spectacular. Emergency preparedness exercises that many 
medical communities like Boston practice showed how one 
can handle a mass casualty event with relative ease. The 
confusion in the immediate aftermath of the bombing gave 

way to a calm that was restored within hours of the event. 
This is a testimony to the group of the first responders, the 
Boston Police Department and the authorities dispatched 
to investigate and stabilize the city after the tragedy.  
 
The United States has been the subject of terrorism for 
quite some time. Whether it is at the World Trade Center, 
Oklahoma City, Atlanta or Fort Hood, the American 
people’s resiliency always shines through. We put away 
our differences and pull together. We will do so again. 
I heard it said many times yesterday that the Boston 
Marathon will never be the same again. Although there’s 
always a sense of innocence lost when circumstances like 
this occur, my heartfelt conviction is that the marathon 
tradition will rise up stronger than ever, as will Boston 
and our country.

Our thoughts and prayers go out to the injured and those 
mourning the dead. Our best wishes go out to the first 
providers who were medical witnesses to this terrible 

event and also to the witnesses who 
viewed the carnage up close and 
will need time to heal.We also pray 
for the departed, that they will be 
remembered as martyrs for the type 
of free society that can have a Patriot’s 
Day come alive again.  If we as a 
community and as a people continue 
to rally and support each other, then 
certainly we have confirmed the basic 
goodness of our society, and those who 
perpetrate these acts of terror lose.  
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president’s message

The Boston Marathon Bombing 

By Michael Hirsh, MD

Michael Hirsh, MD
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A hallmark of our profession is 

that a commitment to medicine re-

quires the welcome embrace of life-

long learning.  As we take our oath 

at commencement, we commit to 

do what is in the best interests of 

our patients. Respect suffuses our 

commitments “To reckon him who 

taught me this Art equally dear to 

me as my parents, …and that by 

precept, lecture, and every other mode of instruction, I will 

impart a knowledge of the art to my own sons, and those of 

my teachers, and to disciples bound by a stipulation and oath 

according to the law of medicine, but to none others.”1  (Please 

pardon the unenlightened gender references!)  Forgoing our 

personal needs and conflicts, we obligate ourselves to constant 

and consistent learning, and we accept the responsibility to 

provide the education of those who follow us in our profession. 

The defining hallmark of our profession is the oath we profess. 

Ours is a high calling!

When in 1911 Abraham Flexner crafted a report titled “Medical 

Education in the United States and Canada” for The Carnegie 

Foundation for the Advancement of Teaching, he reflected on 

“an agitation set up by Nathan Smith Davis [that] resulted in 

the formation of the American Medical Association, committed 

to two propositions, that it is desirable ‘hat young men received 

as students of medicine should have acquired a suitable pre-

liminary education’ and ‘that a uniform elevated standard of 

requirements for the degree of M.D. should be adopted by all 

the medical schools in the United States.’ ”2  That these truths 

were not self-evident is remarkable.

When discussing “overproduction”2 of physicians, he used as 

an example the presence of two physicians to serve the 80 peo-

ple in Colerain and the 100 people in Harding, Mass.2  He ob-

served, “For a region in which holds out hope, there is no need 

to make poor doctors, still less to make too many of them.”2 

In calling for a commitment to higher quality in medical ed-

ucation, Flexner observed, “We may safely conclude that our 

methods of carrying on medical education have resulted in 

enormous overproduction at a low level, and that, whatever 

the justification in the past, the present situation in town and 

country alike can be more effectively met by a reduced output 

of well trained men than by further inflation with an inferior 

product.”2 In calling for fewer and better trained physicians, he 

criticized the advertising that was used to bring doctors to poor 

medical schools. “The deans of these institutions occasionally 

know more about modern advertising than about modern med-

ical teaching!”2 He proclaimed, “Schools can no longer be open 

to casual strollers from the highway.”3

As he insisted that the standards of medical education be im-

proved and impervious, he concluded, “The physician’s con-

cern with normal process is not disinterested curiosity; it is 

the starting point of his effort to comprehend and to master the 

abnormal.”3

In his introduction to Flexner’s report, Henry S. Pritchett, pres-

ident of the Carnegie Foundation at the time of the report’s 

writing, called “for an educational patriotism on the part of 

institutions of learning and medical patriotism on the part of 

the physician.”4 “By educational patriotism [he meant] this: A 

university has a mission greater than the formation of a large 

student body or the attainment of institutional completeness, 

namely, the duty of loyalty to the standards of common hon-

the worcester district medical society’s 217th annual oration

From Flexner to Worcester: 
Medicine’s Next Century Dawns
Michael F. Collins, MD

Michael F. Collins, MD



8 | Worcester Medicine MAY/JUNE 2013 

color

esty, of intellectual sincerity, of scientific accuracy.”4 “By pro-

fessional patriotism amongst medical men [he meant] that sort 

of regard for the honor of the profession and that sense of re-

sponsibility for its efficiency, which will enable a member of 

that profession to rise above the consideration of personal or of 

professional gain.”4

As Dr. Leonard Morse pointed out in his most eloquent ora-

tion,5 Flexner held the Johns Hopkins University as the stan-

dard upon which all medical schools should be measured. 

Pritchett concluded, “Let us address ourselves resolutely to the 

task of reconstructing the American medical school on the lines 

of the highest modern ideals of efficiency and in accordance 

with the finest conceptions of public service.”4

I must admit that though I had heard of the 

Flexner Report since the early days of my med-

ical education, I had never read the report in 

its entirety. For more than a century, this call 

for quality and standards in medical education 

was the guidepost for schools of medicine. The 

report was comprehensive and had a sentinel 

effect on medical education throughout the next 

century. It is these commitments to “the high-

est modern ideas of efficiency”4 and “the finest 

conceptions of public service”4 that formed the 

foundation for the founding of the University of 

Massachusetts Medical School in 1962.

Ellen More, a historian of our medical school, 

has compiled a wonderful account of our school. 

Titled “A History of the University of Massachu-

setts Medical School: Integrating Primary Care 

and Biomedical Research,” this work recounts 

the founding and development of the treasure 

that UMass Medical School has become.

The desire to create a public medical school, to 

respond to the need to increase the number of 

practitioners in Massachusetts, to provide a uni-

versity-based education for those students from 

working-class families and to assure a first-

class education for those who matriculated to 

the school were the founding hallmarks of the 

University of Massachusetts Medical School. 

As has been the case over history, politics, in-

dividual perspective and perceived parochial 

benefit characterized the colloquy over where 

the school would be located and what would be 

its legacy.

Many within the university, particularly the 

university president and dean of the medical 

school, believed that the school should be lo-

cated on the university’s Amherst campus. This 

Bringing the 
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was particularly pleasing to the three Boston institutions that 

were not interested in there being further competition for stu-

dents or clinical rotation slots.  Flexner’s premise that medical 

education should have a university base advanced the position 

of those who thought that the medical school campus should 

be located in Amherst. The actual term of the education to be 

provided at the school, be it two years or four, also became a 

serious issue of contention.  

Given the Flexnerian ideals of a university-based education 

grounded in a foundation of learning in the sciences, with the 

quality of education as an imperative, the University of Mas-

sachusetts first studied the prospect of establishing a medical 

school as World War II concluded and veterans in search of 

medical education returned in search of schools.  It was not 

until the early 1960s that enough momentum could be gained 

to actually pass through the legislature an initiative to establish 

a medical school.  

As recounted in an editorial in the New England Journal of Medi-

cine in 1965, “On June 4, 1965, eighteen months after a dean of 

the Medical School had been appointed, and almost four years 

after the Medical School had been authorized, the trustees of 

the University of Massachusetts voted on the location of the 

school.  In the semifinal ballot, 11 votes were cast for a loca-

tion at the University [in Amherst], and 11 votes for a location 

in Worcester. On the final ballot, one man changed his mind, 

and Worcester was chosen, 12 to 10.”6 As the editorial went 

on, criticizing the trustees who had voted, it stated that the 

trustees “lost their golden opportunity to avoid the handicaps 

that have been associated with those institutions where the 

medical school is separated from the university.”6 Arguing that 

it did not matter whether the school was located in an urban 

[in this case, Worcester] or rural [Amherst] location, the editor 

claimed, “Even now the automobile carries ward patients not 

to the nearest hospital but to the hospital of excellence that 

practices personal care…the distinction between an urban and 

a rural locale is no longer valid.”6

In perhaps the most damning of claims made by the editor, 

he stated, “A medical school only at Worcester can neither 

strengthen the University nor be strengthened by it. At Worces-

ter it may be immeasurably more difficult to recruit a clinical 

and preclinical faculty for a medical school away from the par-

ent university.”6

In a letter to the editor, Hyman Heller, MD, president of the 

Worcester District Medical Society, took great exception to the 

opinions expressed in this editorial. Published one month later, 

he wrote, “It is evident that the writer of the editorial knows 

very little about the attributes of Worcester as a prime location 

for the Medical School other than it is not the campus at Am-

herst.  He appears unwilling to concede that Worcester, which 

is highly regarded as an educational center…can offer an ‘in-

tellectual ferment’ reasonably equivalent to that provided by 

Amherst.”7

As the members of the first class came to campus in 1970, the 

politics had receded into the past, and Dean Soutter welcomed 

the first 16 students to a campus that would several years later, 

after vigorous battles with the legislature over resources, open 

a medical school and clinical teaching facility. Flexner would 

have been quite proud of what was to come.

As the University of Massachusetts Medical School approach-

es its 40th commencement, we are proud of the many accom-

plishments gained over the past four decades. Contrary to view-

points in the days during which the creation of the medical 

school was being considered:

• The university has attracted the finest applicants to its medi-

cal, nursing and graduate schools. Reserving most of its medi-

cal school seats for residents of Massachusetts and ranked sev-

enth in the nation,8 the school continues to fulfill its mission 

to educate primary care practitioners for the Commonwealth.  

• Graduates of our nursing school are making an important im-

pact in the care of patients in Massachusetts and beyond.  

• Our Graduate School of Biomedical Sciences’ student body 

has contributed to the publication of more than 2,000 peer- 

reviewed scientific articles.

• Members of our faculty have won the Nobel and Lasker priz-

es; we have seven Howard Hughes Investigators; five members 

of the national academies; more than $250 million of sponsored 

research this year; we rank among the top 15 universities in 

the amount we derive from revenues from intellectual property.

• We have saved the Commonwealth billions of dollars through 

the initiatives of Commonwealth Medicine.

• Through MassBiologics of the University of Massachusetts 

Medical School, we have discovered and developed products 

that will significantly improve the public health and the human 

condition.  
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• Together with our health system partner, we are responsible 

for in excess of $5 billion in economic activity throughout our 

region.  

Over the years of growth, one thing has remained constant: As 

a public institution of higher education, commitment to public 

service remains the hallmark of our mission and our work.  

We are engaged, committed and principled. I only wish that 

Abraham Flexner had a chance to visit our school!

As we look to the future, I can’t help but recall Sir Luke Fildes’ 

painting of The Doctor, a work inspired by the devotion of a 

physician who sat by Fildes’ son’s side as he suffered and died 

of tuberculosis in 1877. This painting adorns the wall in each of 

my offices as a constant reminder of the covenantal relationship 

that exists between physician and patient.

As we educate the next generation of physicians, we accept a sa-

cred obligation as we profess our oaths to care for our patients 

and to educate those who come behind us in our profession. 

As the doctor sat beside the patient in 1877, there were no an-

tibiotics, no advanced radiologic techniques, no sophisticated 

inpatient units and no pre-paid health plans. As the child suf-

fers and the parents grieve in anticipation of their loss, the phy-

sician attends to their most intimate needs and vulnerabilities. 

Any notion of a commercial relationship absents itself from this 

moment ~ here is but caring and compassion.

Flexner was concerned that commerce had invaded the foun-

dations of American medicine and its education enterprise. He 

proposed principles and standards that, when adopted, made 

American medical education the envy of the world. It remains 

so.

Yet, we are challenged this very day to educate our students 

to develop essential competencies, not mastery of content, as 

the goal of their education. Technology advances at astounding 

speed. Many posit that the inpatient setting of tomorrow will 

be limited to operating room suites and intensive care units. We 

are moving from a payment system that rewards volume to one 

that rewards value. There are so many external factors that can 

come between physician and patient.

Along the path from Flexner to Worcester, our medical school 

has risen from a field in Worcester, where dreams anticipated 

now capture the imagination and attention of the world. Our 

potential is limitless. Expectation is heightened.  

Yet each day, as we shape our future and change the course of 

history of disease, I am still struck by the covenant we share 

with our patients. They extend their hands toward ours. We 

reach to accept, and in doing so, we touch their hearts.  

Whatever was expected when our medical school was placed in 

Worcester, as physicians we have been given an extraordinary 

privilege to care for others and with our actions to promote 

their human dignity. In the century to come, we will remain 

faithful to our mission and fulfilled as professionals if the work 

of our minds and hearts allow our hands to become one with 

our patients.    

 

Dr. Michael Collins is senior vice president for the health sciences 

and chancellor at the University of Massachusetts Medical School.
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One of the tenets of Thomas L. 
Friedman’s The World is Flat is 
that innovation increases as open 
access to information increases. 
In the past, organizations operat-
ed in insular, secretive silos. In-
novation was driven from within. 
Knowledge flowed exclusively to 
those at the top. Information in 
textbooks and papers has been 
copyrighted and placed behind 

“pay walls,” which limits the flow of information.

The WikiDoc Foundation aims to alter the paradigm of 
creating and distributing information through the innova-
tive use of collaborative authoring and “copyleft.”  Copyl-
eft is a legal principle that safeguards against information 
being controlled by any one person and ensures that it 
remains freely accessible forever. All of the information 
in a copyleft document is free for anyone to copy, modify 
for their own purposes and redistribute or use as they see 
fit, as long as the new version grants the same freedoms to 
others and acknowledges the authors of the original arti-
cle (a credit or backlink to the original article is sufficient 
for this). The copyleft concept is commonly paired with a 
“wiki,” an open-source program that allows multiple au-
thors to co-create Internet content. The authors do not 
need to know how to program in HTML.

Although The Wisdom of Crowds argued literally that al-
though people believed The World is Flat several centuries 
ago, a select number of experts demonstrated the world is 
in fact round (actually spherical). The goal of the WikiDoc 
foundation is to both harness the The Wisdom of Crowds 
and  vet it through content experts. Founded on these 
principles, WikiDoc is the world’s original and largest 
medical wiki, which is a living textbook of medicine that 
everyone can edit and contribute to. WikiDoc uses the 
same software as Wikipedia, but the content is confined 
to medical topics. To date, WikiDoc has more than 7,000 
authors of more than 199,000 chapters that have been ed-
ited more than 750,000 times and viewed more than 150 
million times each year (400,000 times daily). WikiDoc’s 
mission statement includes the core principle that health 
care is enriched when medical knowledge flows freely. 
In keeping with our mission, WikiDoc is free, with no 
required registration to view the site. WikiDoc accepts 
no pharmaceutical or device company support and has 
no advertising. It is supported by volunteer efforts and 
philanthropy. In addition to standard textbook content, 
WikiDoc integrates video, audio clips and downloadable 
copyleft images, as well as living guidelines that allow for 
polling and suggested edits to guidelines. WikiDoc con-
tent is geared to a wide range of health care professionals, 
from pre-medical students, medical students, residents, 
attending physicians, key opinion leader physicians and 
other allied health professionals. In addition to WikiDoc 
pages, the site also provides patient-friendly pages called 
WikiPatient pages. WikiPatient pages are targeted at an 

The Role of the Internet and its Impact 
on the Medical Profession
C. Michael Gibson, MS, MD

C. Michael Gibson, 
MS, MD

the role of the internet and its impact on the practice of medicine
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eighth-grade level of comprehension, providing con-
sumers and patients a one-page overview of a particu-
lar condition.  WikiPatient also integrates patient-tar-
geted videos and other multimedia. 

New volunteer contributors are always welcome. Full-
time contributors come from around the world, includ-
ing Brazil, China, Africa, Lebanon, India and right here 
in Boston. Each year, WikiDoc hosts more than 20 fel-
lowships in medical education for physicians looking 
to enhance and share their medical knowledge.  Some 
fellows work on the Differential Diagnosis project, an 
educational project aimed at developing a complete 
list of the causes of a given medical symptom to be 
used for creating an artificial intelligence program to 
identify the underlying disease in a patient with mul-
tiple symptoms. Others delve into specific specialties, 
writing on various topics within their field of interest, 
or work on “resident survival guides” for a specific 
topic. Some work on multilingual wikis in their na-
tive tongues. WikiDoc also has served as medical lead 
in a partnership with Google, Microsoft and Yahoo to 
design a scheme of classifying medical content for the 
Internet (www.schema.org) to improve medical search 
results.

While many individuals around the world may not have 
access to an expensive printed textbook, most interna-
tional health care providers in developing countries do 
have access to smartphones and handheld devices. Wi-
kiDoc looks forward to simultaneously harnessing the 
advantages of crowdsourcing and individual expertise 
to provide free, credible, unbiased educational content 
to providers around the world. We hope you will join 
us in this mission.

If you are interested in getting involved as a contribu-
tor for WikiDoc, contact Dr. Gibson at mgibson@wiki-
doc.org.  We welcome all involvement.

C. Michael Gibson, MS, MD, is a professor of medicine 
at Harvard Medical School; chairman and founder of 
PERFUSE Study Group at Beth Israel Deaconess Medi-
cal Center; and chairman of the board, founder and edi-
tor-in-chief of the WikiDoc Foundation. Kristin Feeney is 
managing editor of WikiDoc.
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Participating in social media is 

now a near necessity for many 

professionals. It is fast becoming 

the standard form of communica-

tion and information exchange for 

people across the age spectrum. 

For students from middle school 

to medical school (sometimes even 

children in the pre-middle school 

years), the social interactions are 

increasingly “virtual.” Those who are not connected to the so-

cial networking world are finding it more and more difficult to 

stay current on all of the happenings. Often, social media is the 

fastest ~ and sometimes only ~ way of finding out information 

about clubs or organizations of which one is a member.

While physician participation in social medial continues to 

increase and our patients are now expecting that we are part 

of this world, physicians have been slower than many other 

professionals to embrace the new technologies of social media. 

There are numerous valid concerns that are cited for this lack 

of participation, including patient confidentiality, liability and 

patient/physician boundary issues. In addition, many physi-

cians already feel overwhelmed with their professional lives 

and see contributing on social media and communicating with 

patients in this way to be yet another unnecessary demand on 

their time and something that takes away from their core pro-

fessional role.

Even without physician involvement, patients have found a 

use for social media in a variety of ways. Facebook pages de-

voted to specific medical conditions are prominent (i.e. celi-

ac disease, autism, diabetes and cancer); patients blog about 

their experiences living with a particular chronic illness; pa-

tients rate members of their health care team on doctor rating 

sites and compare outcomes from procedures. Some non-med-

ical professionals create extensive websites devoted to par-

ticular issues (i.e. vaccine safety). Many are not reviewed, 

regulated or edited by any medical professional. Our patients 

have become heavy consumers of and contributors to social 

media, even though we historically have been largely absent. 

Our involvement is necessary for us to be a part of these crit-

ical discussions and ensure that the information presented is 

accurate.  

As we do begin to engage in social media, it is essential to be 

mindful of the potential risks involved. As this medium is so 

new, there is minimal case law to guide us. There have been 

examples of blatantly unprofessional behavior, such as a nurse 

who took pictures of a patient in the OR and posted them on 

her Facebook page1 or reports of physicians complaining about 

specific patients on social media forums. More commonly, how-

ever, the transgressions are far more subtle. The line between 

casual conversation and misconduct is not black and white.  

When does our individual right to participate in a social net-

work site and share our opinions, feelings and day’s activities 

~ as everyone else does ~ violate our duty to maintain a profes-

sional demeanor and image as a physician?

Is simply mentioning that you had a long and difficult day at 

work a problem? What about a resident who posts how tired 

he or she is after working 30 hours? When does a descrip-

tion of a difficult patient, without any obvious identifying 

information, become a HIPAA violation, as was the case for 

a Rhode Island physician who never imagined her Facebook 

post would have led to her losing her job and license?2. How 

Physician Participation in Social Media
Lloyd D. Fisher, MD

Lloyd D. Fisher, MD

the role of the internet and its impact on the practice of medicine
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much of a physician’s personal life should be shared on Face-

book, even if not friends with any patients? How should we 

handle friend requests from colleagues, staff members and 

trainees? Are we expected to participate in social media in 

a way that’s different from other members of society simply 

due to our profession? These are all questions that have no 

easy answer, and there are varying opinions on the matter.

Creating a clear distinction between your personal and profes-

sional online presence is fundamental, especially if patients are 

going to be involved. The same conventions and limitations 

that exist in non-electronic communication to maintain patient 

confidentiality should be followed. Perhaps most importantly, 

think carefully before making any posts in public forums. Once 

the send button is pressed, the content cannot be erased or 

taken back; it exists in cyberspace indefinitely. Any statements 

made online can have a significant effect on how a physician is 

viewed by their patients and the public at large.

As more professional organizations, hospitals and medical 

schools have recognized both the importance and potential 

hazards of physician participation in social media, they have 

begun to develop guidelines to direct physicians and medical 

students toward appropriate and ethical use of these resources. 

Decisions about how to participate need to be made carefully 

and deliberately. If your practice, hospital or healthcare orga-

nization does not have a social media policy, it is likely time to 

explore developing one.

The Massachusetts Medical Society (MMS) at the 2011 Annual 

Meeting became one of the first state medical associations to de-

velop a comprehensive set of guidelines and principles to help 

physicians in their decisions around social media. The MMS 

policy was based upon a policy adopted by the American Med-

ical Association in November of 20103, 

but gave more specific guidance and prac-

tical suggestions about using some of the 

more popular sites and services through a 

“Best Practices” section.4

Our profession cannot continue to avoid 

participating in social media if we want to 

continue to be able to meet our patients’ 

needs, be central in debates over both 

clinical care and health care policy and 

effectively market our services. However, 

caution must be taken to ensure that the 

highest professional standards are maintained.  It is likely that 

our professional organizations will continue to develop and re-

fine policies to guide us in our exploration of and contribution 

to social media. The MMS Committee on Communications will 

soon be looking to update the current policy on social media, 

as the technology has changed, even in the less-than-two years 

since the MMS policy was initially written. In addition, the 

committee is looking at ways to provide guidance to practices 

as they develop their own policies surrounding the technology.

1 “Nurse suspended for sharing patient’s surgery pics on Facebook.”  TechEye.

net. Jan 2, 2010. Retrieved on 3/30/13 from news.techeye.net/internet/nurse-sus-

pended-for-sharing-patients-surgery-pics-on-facebook

2 “RI doctor reprimanded over Facebook post.” The Boston Globe. April 18, 

2001. Retrieved on 3/30/13 from www.boston.com/news/local/rhode_island/arti-

cles/2011/04/18/ri_doctor_reprimanded_over_facebook_post

3 American Medical Association. “AMA Policy: Professionalism in the Use 

of Social Media.” November 2010. www.ama-assn.org/ama/pub/news/news/so-

cial-media-policy.page

4 Massachusetts Medical Society. “MMS Policy: Physicians and Social Media: 

Principles, Guidelines, and Best Practices.” May 2011. www.massmed.org/so-

cialmedia

Note: some of the content of this article has previously been pub-

lished by the same author in The Forum, the quarterly newsletter 

of Massachusetts Chapter of the American Academy of Pediatrics.

Lloyd Fisher, MD, is a practicing pediatrician in Worcester.  He is 

the assistant medical director for Informatics at Reliant Medical 

Group and the chairman of the Committee on Communications for 

the Massachusetts Medical Society. lfisher@massmed.org
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The old adage “If you can’t beat 

them, join them” certainly ap-

plies to the physician learning 

to embrace the ever-expanding 

presence of the internet in dai-

ly medical practice. Physicians 

have had to adapt to and incor-

porate modern electronic com-

munication into the way we care 

for patients. Although this pres-

ents numerous challenges, there 

are many positive aspects to this evolution.

The empowered health care consumer

Patients use the Internet to obtain health care information, 

particularly self-diagnosis and health information related to a 

diagnosis. And with this information, they want to be a partner 

in decision making related to their care. While many physi-

cians still raise concerns over the quality of medical informa-

tion available on the Internet, the majority of consumers are 

satisfied with the information they obtain from the Internet and 

prefer it over information obtained from TV or newspapers.    

Thus, sometimes the physician’s role is not to provide the ini-

tial information to a patient, but rather to “edit” that which the 

patient brings to an encounter.

Physicians have to be aware of the sources that inform their 

patients.  Chat rooms and virtual support groups often provide 

anecdotal data. Many sites use too much jargon or advanced 

language for the average reader. Being familiar with some cred-

ible and user-friendly websites to recommend and sharing tips 

with consumers about how to assess the quality of information 

can be an asset. For example, the “HON Code of Conduct” seal 

is a good initial screening tool to use, and patients should be 

taught to look for it.  The Health on the Net organization moni-

tors subscribing sites for quality and ease of use. It works with 

sites that are deficient to correct problems. Web sources that 

have an email for questions/clarifications can be helpful. I find 

sending people to certain websites for more information also 

helps in practice. It sure beats printing out pages of paper that 

may or may not be read. 

Many medical centers have embraced Internet information 

sharing and utilize their medical professionals’ expertise to con-

struct an organization’s web presence and content. Physicians 

have had to hone their writing skills, as the Internet has devel-

oped as an outlet for disseminating information. Many physi-

cians, including yours truly, may blog about specialty-related 

topics as a way to provide information and current updates. 

Information resource for the health professional

This is one of the first areas where I noted a change in how the 

Internet has affected my day. I rarely reach for a book anymore 

to research a medical issue.   And my dirty secret is that I often 

start with Up-to-Date. Almost all references are available elec-

tronically, and continuing medical education is available online, 

too. Busy doctor parents can get CME credit while waiting for 

soccer practice to end!

Health maintenance records

Websites allowing consumers to record their medical history 

are available. Consumers can keep current records for medi-

cines, immunizations, family history, etc. Some sites provide 

information for living wills and health care proxies, too. This 

can have a huge impact on office efficiency and improved ac-

curacy during a health care visit. But again, it requires being 

familiar with programs that do this well.  

Weaving the Web into your 
Modern Medical Practice
Kristen Danielson, MD

Kristen Danielson, MD

the role of the internet and its impact on the practice of medicine



Online scheduling

Another way to empower the consumer and help an office run 

more smoothly is to allow online scheduling. Some offices lim-

it which types of appointments can be scheduled online. For 

example, well-child checks are easier to schedule in pediatrics 

than sick visits, which vary in degree of complexity and time 

required. 

Email

While it seems like a good way to communicate with patients 

in this day and age, email correspondence with patients still 

poses challenges with regards to confidentiality and liability. 

In addition, the question of how to bill 

for email communication remains prob-

lematic, just as patient phone calls did 

(and do). It takes up a lot of time while 

decreasing productivity but can be a big 

patient satisfier. Physicians have also 

had to take measures to protect patient 

confidentiality when emailing consul-

tants about specific patients. 

Virtual consults

Perhaps rural medicine has been one of 

the great beneficiaries of the Internet in 

medicine. Tele-medical consultations 

or interpretations of imaging studies 

or tests can extend the reach of expert 

knowledge to underserved communi-

ties.   

Electronic medical records

This may be the biggest challenge re-

cently faced by institutions large and 

small. Practices have had to budget to 

incorporate these systems and account 

for the steep learning curve for users 

and its impact on productivity. The abil-

ity to organize patient data and have 

mobile access is a positive. However, 

like emails, confidentiality and security 

continue to be a concern that physicians 

must address. 

These are just some of the examples 

of how much the Internet has woven 

its way into the medical profession. As 

with all new technologies, we all must 

learn to adapt. Certainly, the Internet is 

here to stay, as is a health care consum-

er’s affinity for seeking “cyber-health in-

formation.”  We face ongoing challenges in ensuring that the 

information they receive is appropriate and accurate. In addi-

tion, utilization of the Internet in how we practice and gather 

our own information is continuing education in itself!

Kristen Danielson, MD, is a pediatric hospitalist at All Children’s 

Hospital ~ Johns Hopkins Medicine in St. Petersburg, Fla., and 

writes a weekly blog for Yahoo! Health.
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Mobile devices (e.g. smartphones 

and tablet computers) have be-

come ubiquitous in medical prac-

tice within the past few years. 

Their adoption by health care 

providers has ushered in an era 

whereby clinical information is 

readily available at hands’ reach.1-4 

However, the main drive of use be-

hind mobile devices is the ability 

to download mobile applications to 

perform select functions. This can 

range from browsing the news to movies and playing games. 

This has expanded as well to mobile medical applications, also 

known as “med apps,” which can allow clinicians to have ac-

cess to references and clinical tools on the go.5,6 

The added benefit of mobile applications versus traditional 

sources is that it cuts down on use of physical references or 

online Internet-based browser references. Applications with 

their entire database can be downloaded to a device, and these 

devices do not require a WiFi connection to function. One bar-

rier that prevents users from using mobile medical applications 

optimally is the many apps available through the mobile stores 

(e.g., iTunes and Google Play), with no clear way to identify 

apps that may be beneficial for daily use. As such, this article 

shall identify several mobile medical applications that practi-

tioners may find useful on Apple (iOS) and Android devices.

Medical News Applications

Several medical news outlets currently have mobile applications 

available on mobile devices. These include MedPage Today 

(free, iOS/Android) and Medscape (free, iOS/Android). While 

both applications are available on multiple platforms, they do 

require an account to fully access services. These apps are great 

in that users are able to browse pertinent medical news across 

multiple specialties. In addition, the apps allow completion of 

in-app continuing medical education (CME) credits.

Drug Information Applications

There are multiple drug referencing applications available on 

mobile devices. The main differentiation between each appli-

cation is the price and quality of information provided. Most 

free applications offer the most basic drug information and 

drug interaction checkers, while premium applications have 

higher quality and thorough clinical information. Several rec-

ommended applications include Micromedex Drug Information 

(free, iOS/Android), Epocrates (free, iOS/Android), Monthly 

Prescribing Reference (free, iOS/Android) and Lexicomp ($75-

$285/annually, iOS/Android). The information provided via Mi-

cromedex and Epocrates is very simple, but beneficial for most 

users. For those looking for a clinical suite of medication in-

formation, Lexicomp offers a comprehensive package. If users 

are at an institution that has Micromedex 2.0, they can also get 

Micromedex IV Compatibility and Drug Interaction Checker 

for free, instead of paying the premium price of $9.99. Lastly, 

Medscape also has a simple drug database and a drug interac-

tion checker. 

Clinical Medical Reference

Mobile applications offer the added benefit of serving as point-

of-care tools for clinical reference. Many medical societies and 

organizations currently have their clinical guidelines available 

as free apps, such as the National Comprehensive Cancer Net-

Introductory Review of Mobile Medical 
Applications for Medical Practitioners
Timothy Dy Aungst, PharmD

Timothy Dy Aungst, 
PharmD

the role of the internet and its impact on the practice of medicine
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work (free, iOS/Android) and American College of Cardiology 

Foundation (free, iOS/Android). In addition, comprehensive 

evidence-based clinical apps of popular references, such as 

UpToDate (free if at an institution that supports use via sub-

scription, iOS/Android) and Dynamed (free if at an institution 

that supports use via subscription, iOS/Android), are currently 

available. These apps display the same information available 

from their Internet browsing suites, but with the added benefit 

of being fully downloadable without an Internet connection. 

Another reference that pulls multiple clinical references, drug 

references and clinical calculators together is Skyscape (free, 

iOS/Android). This app serves as a portal to multiple clinical 

references as an all-in-one app, with the option to purchase oth-

er references from more than 50 publishers of medical content 

for a premium price. 

Clinical Calculators

One advantage of apps is that there are a multitude of calcula-

tors for medical practice. These include disease-based calcu-

lations (e.g., 4T-score, CHADS2-VASC), drug calculation (e.g., 

pharmacokinetics) and laboratory calculations (e.g., Cock-

croft-Gault). Such apps that perform these features include 

Calculate by QxMD (free, iOS/Android), MedCalc ($4.99, iOS) 

and Mediquations ($4.99, iOS/Android). 

Medical Journals

Many medical journals now support a mobile application to al-

low their readers to peruse their journals electronically. One 

large advantage of these applications is that they allow readers 

to not only get online-first articles; they also allow readers to 

share with others and get CMEs. Several examples of medical 

journals that have mobile apps are The New England Journal of 

Medicine, Pediatrics, CHEST Journal, The Lancet, British Medical 

Journal and many others. Most will require an annual or month-

ly subscription to access the full journal and read the articles. 

One large drawback of these apps is that they are primarily 

available only on iOS products as individual apps or through 

iBooks (iTunes online bookstore/newsstand).

Medical Education Applications

Mobile applications also offer the ability to help educate both 

students and residents on medical procedures and techniques. 

Many of these types of apps have been developed by medical 

schools and programs to help educate medical students. For in-

stance, CPR Game ($1.99, iOS) is an app that serves as a cardiac 

arrest simulator. Another example is VCath (Free, iOS), which 

serves as a surgical tool to help trainees understand techniques 

for neurosurgical insertion of a catheter into the brain. One last 

example is Lab Guide (Free, iOS) from Texas Tech University, 

which helps students understand and interpret commonly en-

countered laboratory values.

Productivity Applications

Mobile applications can also be used for a variety of daily pro-

ductivity functions. This includes using PDF readers to help 

annotate articles and papers, as well as signing off on e-doc-

uments. GoodReader ($4.99, iOS), iAnnotate ($9.99, iOS/An-

droid), Penultimate (free, iOS) and Notability ($1.99, iOS) are 

a few of the many apps available for users to write notes and 

comment on PDFs and other documents. Office-based apps are 

also available, such as iOS-explicit apps like Keynote, Num-

bers and Papers (each $9.99). Other office-based apps include 

Quickoffice ($14.99, iOS/Android). Many of these apps also 

integrate with cloud-based apps that can store files on a cen-

tral server, accessible from both computers and mobile devic-

es. These include Dropbox (free, iOS/Android), Evernote (free, 

iOS/Android), Google Drive (free, iOS/Android) and Skydrive 

(free, iOS/Android). One large issue with these types of apps 

is that while they are often password protected and require an 

account, the information is not encrypted, and thus, they do 

not follow HIPAA rules and regulations. 

There are multiple mobile applications available for clinical 

practitioners to integrate into daily use. Their spectrum of uti-

lization covers everything from medical news to clinical refer-

ences to productivity. In addition, there are many other apps 

available for areas such as patient education, health monitoring 

(e.g., weight/blood pressure log) and social media (e.g., Twitter, 

LinkedIn). 
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The use of the Internet to do re-

search for any number of things 

has exploded over the past decade. 

With tools like Google, WebMD 

and UpToDate, it is no wonder that 

people first turn to their comput-

ers when faced with a health issue. 

This increase in readily available 

information is part blessing, part 

curse, especially when the informa-

tion arrives from nebulous sources. 

This phenomenon is compounded when thinking about vacci-

nations, which have proven to be a hot topic on the Internet. 

There are countless websites dedicated to the discussion of 

pro- versus anti-vaccination, some legitimate and others with 

no scientific basis whatsoever.

Knowing that there is so much information out there means 

that doctors must act accordingly. We must realize that patients 

will enter appointments with their own set of ideas about what 

is happening, and we should be prepared to deal with this. On 

one hand, it is wonderful that patients are taking the initiative 

to learn more about health and their bodies, and this behavior 

should be lauded. On the other hand, the Internet is rife with 

false and modified information and there is much opportunity 

for misinterpretation. This aspect is what makes it difficult for 

clinicians to fully appreciate how the Internet can help their 

patients. 

Rather than demonizing the Internet and deciding that it will 

be never be useful to the patient-doctor relationship, I propose 

that we instead embrace the possibility that the Internet can, in 

fact, add to the relationship by acting as a conduit of medical in-

formation between patient and provider. Using the Internet can 

promote health literacy and a greater interest in one’s body and 

health. Furthermore, using the Internet to learn about medical 

issues is not a phenomenon that will disappear anytime soon. 

Embracing this practice will help us develop a better relation-

ship with our patients. 

To return to the original point about parents choosing to not 

vaccinate their children based upon information found online, 

it would be beneficial to have a better understanding of what 

anti-vaccination websites promulgate. It can be challenging to 

understand where patients get their information about this is-

sue, but glancing at the websites shows that there is often advice 

couched in pseudo-science that can be quite persuasive. Know-

ing this background gives us a better foundation to offer educa-

tion and discuss how these theories are not evidence-based or 

scientifically sound. 

As a budding pediatrician, I know that many of my future pa-

tients and their parents will turn to the Internet when they have 

questions about vaccinations. Rather than feeling threatened, I 

know I need to accept this and learn more about the informa-

tion they will find there. One way to do this is to survey the 

information available and use this as a starting point for our 

continuing conversation. 

Navigating Vaccination Controversy in 
a Tech-Savvy Population
Elizabeth Butler, MS4, University of Massachusetts Medical School
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The Effects of the Internet and Mobile 
Apps on Medical Practice in the Future: 
A Student’s Perspective
Adnan Faruqi, MS4, University of Massachusetts Medical School

Alexander Pope famously wrote, 
“A little learning is a dang’rous 
thing. Drink deep, or taste not 
the Pierian spring.” Although 
we have an unbelievable level of 
access to medical information, 
both from websites and apps, 
we’re also inundated with infor-
mation to sort through. Patients 
may be empowered by it, but 
they also risk misinformation or 
misinterpretation. Medical apps 
have the ability to track data and 

even send it into our clinical software so we can be more 
up to date. Managing these issues is one of the upcoming 
challenges many of us will face going into our careers, but 
there are definite pros and cons to consider.

When patients come into the office with printouts of a 
new arthritis therapy that I haven’t seen, it will give me a 
chance to both learn about what my patients are search-
ing for and expand my knowledge base regarding the 
various therapies. The patient may be dissatisfied with 
my management if he or she is asking about something 
new, so it opens up that window, as well. The narrow-
ing knowledge gap between patient and physician will 
help us connect with our patients more evenly and give 
them better autonomy, empowerment and help improve 
self-care, an indispensable aspect of health care. When 
patients track their pain and ability on the arthritis app, I 

may look at how that last round of PT, injection, or even 
surgery, helped them. When I see how he or she is doing 
between appointments, I can be more confident that any 
change on a survey at the three-month visit was not just 
a good or bad day. 

On the other hand, there is potential for misinformation 
to propagate ~ especially between patients using less than 
reputable sources ~ that we will have to educate them 
about. It will also take me extra time to parse their print-
outs for the important information, which is difficult to 
account for on a schedule. The ability to send data and 
messages to the office might mean we have a responsi-
bility to interpret and make decisions based on the infor-
mation. Patients with diabetes, heart failure or arthritis 
can track their blood sugars, weight and fluid intake, and 
pain and physical ability, respectively. But even if we are 
privy to the ups and downs, what can we do to affect them 
in a meaningful way? If an arthritic patient’s app sends 
my system data showing a decline in activity, will calling 
him in early improve outcomes? Do I have algorithms to 
properly interpret that data? For diabetes or heart failure, 
would a practice be liable if the system shows hypergly-
cemia or weight gain and no one is contacted? There are 
also comparatively few apps that have even been devel-
oped with expert consultation, so there’s potential misin-
formation. Ultimately, however, I do see the availability of 
medical information and data as a boon for our capacity 
to connect with patients ~ even with the challenges of 
interpreting and actioning it all effectively.

Adnan Faruqi, 
MS4, University 
of Massachusetts 
Medical School

the role of the internet and its impact on the practice of medicine



24 | Worcester Medicine MAY/JUNE 2013 

HIPAA, again
Peter J. Martin, Esq.

legal consult

You may have felt you had a good 

handle on HIPAA compliance, 

but you likely thought wrong. 

In an “omnibus final rule,” pub-

lished in January with a com-

pliance date of Sept. 23, 2013, 

the Department of Health and 

Human Services has re-opened 

the HIPAA can of worms. As a 

result, practitioners will have 

to revisit their notices of priva-

cy practices, business associate 

agreements, patient record access policies and breach notifica-

tion procedures. 

Many of the new HIPAA rules stem from the Health Information 

Technology for Economic and Clinical Health (HITECH) Act, 

which, among other things, subjected business associates to di-

rect liability for certain HIPAA Security Rule obligations and 

made changes to the HIPAA enforcement rule. Other changes 

pertain to the Genetic Information Nondiscrimination Act, af-

fecting mostly health plans. The new rules also require covered 

entities to afford the protection of the HIPAA rules to the PHI 

of deceased individuals for 50 years after the individual’s death 

and permit covered entities to disclose a decedent’s PHI to fam-

ily members and others involved in the care of the individual. 

This article focuses on some of those HIPAA rule modifications 

that are most directly relevant to health care providers that are 

covered entities under HIPAA. 

Modifications to Business Associate Agreements (BAA)

• When the HITECH Act was passed, many providers revised 

their BAAs to require their business associates to notify them 

of security incidents involving the HIPAA Security Rule by 

now requiring the BAA to require business associates to report 

breaches of unsecured PHI, not just security incidents, and 

specifically state that the business associate is to comply with 

applicable Security Rule provisions, such as the requirement to 

maintain administrative, physical and technical safeguards for 

electronic PHI. 

• Additionally, the new rule requires the BAA to provide that 

if the business associate uses any subcontractors to perform 

its work for a covered entity, the business associate must enter 

into a separate BAA with that subcontractor. The business asso-

ciate is now required to respond to any non-compliance by its 

subcontractor, just as a covered entity is required to respond if 

the business associate breaches its BAA with the covered entity. 

• If the business associate is carrying out any of the covered en-

tity’s functions or obligations under the HIPAA rules, the BAA 

must require the business associate to comply with the Privacy 

Rules applicable to the covered entity with respect to that func-

tion. Covered entities had been required to report 	to HHS if 

their business associate breached the BAA and termination of 

that agreement was infeasible; under the new rule, this HHS 

notification is no longer required. 

• Covered entities may continue to use a BAA in existence as of 

Jan. 25, 2013 that is not renewed or modified prior to the Sept. 

23, 2013 compliance date for up to one year after the compli-

ance date, thereby giving providers additional time to negotiate 

and execute BAAs complying with the new rules. 

Providers should review their BAAs to ensure they comply with 

these new required provisions. 

Prohibition on the sale of PHI

Practices may not sell protected health information (PHI) with-

out the authorization of the individual in question. (Any au-

thorization of such a sale must state that the disclosure will 

result in remuneration to the covered entity.) This seems to be 

Peter Martin, Esq.
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a pretty obvious rule to apply, but as with most HIPAA rules, 

this simple prohibition is accompanied by myriad exceptions. 

Here, the prohibition on receiving money in exchange for PHI 

does not apply to public health disclosures; sales, mergers and 

other consolidations of covered entities; disclosures in the con-

text of research in exchange for a “reasonable cost-based fee” 

for preparing and transmitting the PHI; disclosures of PHI to a 

health information exchange to which the provider pays fees; or 

where individuals pay for copies of their own PHI. 

Right to receive electronic copies of PHI

If the covered entity maintains PHI electronically and the in-

dividual requests an electronic copy of that PHI, the covered 

entity must provide the individual access in the electronic form 

and format requested if the PHI is readily reproducible. If not, 

then the covered entity and the individual need to agree on a 

readable electronic form and format for accessing that PHI. If 

the parties are unable to agree on an electronic form and for-

mat, the covered entity may provide the individual with a hard 

copy of the PHI. 

Right to restrict disclosures to health plans when care is paid 

for out of pocket

Under the existing HIPAA rules, a covered entity is not required 

to agree to an individual’s request that further disclosure of his/

her PHI be restricted. The new rule requires a covered entity 

to agree to such a restriction pertaining to a health care item 

or service for which the individual, or someone other than the 

individual’s health plan, has paid the covered entity in full. 

Providers will have to figure out how to distinguish PHI per-

taining to such private-pay services from PHI for other services 

rendered to the same individual that have been paid for by the 

individual’s insurer. The protections allegedly afforded to the 

individual by this provision may be compromised if the PHI for 

insurer-paid services refers to services paid out-of-pocket. If the 

individual requests this disclosure restriction and the provider 

is unable to unbundle PHI containing both insurer-paid and in-

dividual-paid items and services, HHS advises providers that 

the individual be given “the opportunity to restrict and pay out 

of pocket for the entire bundle of items or services.” 

Required changes to Notice of Privacy Practices (NPP)

Covered entities are required to modify their NPPs and distrib-

ute the new NPPs to advise individuals of certain new rights. 

One is the right to prohibit the sale of PHI without an autho-

rization (see above). Another is to receive notice from the cov-

ered entity of any breaches of the individual’s unsecured PHI. 

If the covered entity’s NPP already indicates the covered enti-

ty will use PHI for fundraising purposes, the NPP must now 

specify that the individual has the right to opt out of receiving 

fundraising communications. (All fundraising communications 

must clearly and conspicuously advise the individual of his/

her right to opt out of further such communications.) Finally, 

the NPP must include information about the individual’s right 

to restrict disclosure of PHI to a health plan pertaining to ser-

vices for which the individual paid out of pocket (see above). 

Providers are required to have the revised NPP available upon 

request and to post the new NPP as of the compliance date of 

the new rules: Sept. 23, 2013. Providers are not required to 

hand new NPPs after the compliance date to all persons seeking 

treatment.

New standard for breach notifications

The rule had been that covered entities had to provide notices 

of breaches of unsecured PHI if the covered entity determined 

the unauthorized use or disclosure posed a significant risk of 

financial, reputational or other harm to the individual. The new 

rule is that an acquisition, access, use or disclosure of PHI not 

permitted under HIPAA is presumed to be a breach unless the 

covered entity demonstrates that there is a low probability that 

the PHI has been compromised based on a risk assessment. 

This risk assessment must consider the nature and extent of 

the potentially compromised PHI, the person(s) to whom the 

disclosure was made, whether the PHI was actually acquired 

or viewed and the extent to which the risk has been mitigated. 

Providers will have to review and probably revise their internal 

policies dealing with potential breaches of PHI to reflect this 

new presumption and risk assessment process. 

Providers should begin to review their health information pri-

vacy policies and procedures now, particularly their Notices of 

Privacy Practices, in order to ensure compliance by late Sep-

tember. They should also understand that if they have business 

associate agreements that are set to renew before the Septem-

ber compliance date, those renewed agreements will need to 

comply with the new rules as of Sept. 23, 2013. 

Peter J. Martin, Esquire, is a partner in the Worcester office of Bowditch 

& Dewey, LLP, whose practice concentrates on health care and non-profit 

law.



MAY/JUNE 2013  Worcester Medicine | 27

in memoriam

Arthur F. Powell, MD
1930-2012

Arthur F. Powell, MD, 81, died April 13, 2012. He was born and raised in Roslindale and lived 45 years in Holden before moving 
to Worcester in 2009.

In 1964, Powell opened an office on Main Street in Holden, and in 1972, he joined the Lincoln OB-GYN Associates in Worcester, 
retiring in 1995. He was a fellow of the American College of Obstetrics and Gynecology and was a career-long member of the 
Worcester District Medical Society.

Powell entered practice at a time when most gynecologic surgery was performed by general surgeons. His broad training in sur-
gery, his expertise and his skill as a clinician helped to establish gynecology in this region. Colleagues not only looked to him for 
his judgment but also enjoyed the man’s warmth and sense of humor. 
 
His education was distinguished from beginning to end. In 1952, he graduated cum laude and as president of his class at Boston 
College, where he received a bachelor’s degree in biology. He received his medical degree from Tufts University Medical School in 
1956. Following a one-year rotation internship at Worcester City Hospital, Powell enlisted in the United States Air Force, where 
he served as a captain and flight surgeon for three years. He then completed his residency training in obstetrics, gynecology and 
general surgery at Wayne State Affiliated Hospitals in Detroit, Mich. 
 
He enjoyed an exemplary career and was held in high regard by colleagues and patients alike. He retired at a time that left him 
with many years to enjoy his hobbies, his travels and his family. All in all, a good example for all of us.

Dale Magee, MD
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